
Digitalization 

In 2023, innovation activities in the field of cyber security 

benefited from the network of Innovation Hubs, as well as 

from their portfolio of startups and partnerships forged at 

the Group level. 

These interconnections have enabled the sharing of best 

practices and operating models, as well as the construc

tion and enhancement of info-sharing channels. 

The main initiatives in this area are reported below: 

• analysis of solutions based on quantum key distribu

tion1411 and quantum safe encryption algorithms1421 to

improve understanding of how to go beyond current en

cryption models threatened by the future expansion of 

computational capacity offered by quantum computing:

• services and solutions to support software develop

ment to analyze open source code and third-party

software libraries from the point of view of vulnerabili

ties and user licenses;

• analysis of browser isolation solutions (isolation of the

browser from the network to prevent it from becoming

an entry point for malicious actors) and browser secu

rity to understand the resilience of central protection

techniques compared with distributed approaches;

• further development of solutions that exploit emerging

technologies such as artificial intelligence and machine

learning to enhance capabilities in detecting IT threats

and automating the process of analysis, correlation and

response to incidents:

• solutions for identifying vulnerabilities of assets and

devices (loT, web applications, etc.) with the help of in

novative techniques;

• review of industrial environments through the imple

mentation of a vulnerability identification process with

scripts without impacting the operating environments:

• a study for the implementation of a multifactor authen

tication system for company systems, using a "pass

wordless" technique to replace the password with al

ternative secure solutions (for example, fingerprint au

thentication);

• analysis and scouting of solutions for the anonymiza

tion and masking of data in non-production environ

ments and definition of the associated policy;

• analysis of solutions to prevent data loss to ensure

compliance with protection requirements imposed by

internal and external regulations;

• study and analysis of solutions for the management of

cryptographic keys and business secrets;

• analysis of new anti-malware solutions to protect in

dustrial environments:

• creation of the Cyber Harbor, an innovation center that

brings together cyber security experts, companies, in

vestors and the academic world to foster the creation

of innovative and competitive projects in the IT security

field for Italy;

• establishment of a communication channel with Italy's

National Cybersecurity Authority (NCA) for the creation

of the Hyper SOC, an infrastructure for the aggrega

tion, correlation and analysis of events of interest to

ensure the early identification of emerging threats and

coordinate responses to deal with them effectively.

(41) Cryptographic technique for distributing symmetrical keys based on the principles of quantum physics. 

(42) Encryption protocols based on algorithms and characteristics considered suffciently secure against threats posed by the computational capacity of quan

tum computers. 



The circular economy 

For the Group, the circular economy is a strategic lever to 

support our decarbonization roadmap. It involves a steady 

expansion of energy production from renewable sources 

and the consequent abandonment of fossil fuels. offering 

a path towards a fair and inclusive transition. Achieving 

these objectives requires a profound transformation of 

the energy system and, at the same time, entails a dif

ferent and growing need for raw materials and new ap

proaches to managing assets, such as the distribution grid 

and generation plants. 

The circular economy model adopted by the Group seeks 

to redesign the entire value chain of the goods used, not 

only to reduce consumption of raw materials but also to 

NEW LIFE CYCLES 

Any solution to preserve the value of 

an asset at the end of a life cycle 

through reuse. regeneration. 
upcycling or recycling, in 

oonjunction with the other pillars. 
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SHARED 

PLATFORMS 

Management systems shared 

among multiple users of 

products, assets, or skills. 

limit the associated environmental, social, economic and 

geopolitical impacts and risks: in other words, to make the 

business model more sustainable and competitive. The 

Group's vision encompasses all the different life phases 

of a product and is based on five pillars: circular inputs 

(inputs from renewables, recycling, reuse), extension of 

useful life (through modular design, facilitated repairabil

ity and maintenance predictive), product as a service (the 

Company provides the customer with a service and re

tains ownership of the product, maximizing its use factor 

and useful life), shared platforms (shared use of an asset 

among multiple users), new life cycles (recovery of the val

ue of goods and materials, for example through reuse and 

recycling). 
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CIRCULAR INPUTS 

Production and use model 

based on renewable inputs 

or previous life cycles 

(reuse and recycling). 

USEFUL LIFE 

EXTENSION 

Approach to the design 

and management of an 

asset or product in order 

to extend its useful life, 

e.g., through modular 
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design, facilitated 

reparability. or predictive 

maintenance. 

PRODUCT AS A SERVICE 

Business model where the customer 

purchases a service for a limited time, 

while the company retains ownership 

of the product, maximising its use 

factor and useful life. 
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